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Cybersecurity investment to grow by 13% in 

2023 

Wednesday, 18 January 2023 

 

According to Canalys’ latest cybersecurity forecasts, global cybersecurity spending (including 

enterprise products and services) will increase by 13.2% in 2023 and remain a key growth sector 

for channel partners. Total spending in 2023 is expected to hit US$223.8 billion in the best-case 

scenario, with growth in the delivery of cybersecurity services outpacing product shipments. 

Persistent heightened threat levels will keep cybersecurity high on the list of investment 

priorities for organizations. But not all planned projects will be signed off, as pressure mounts 

on budget holders to scrutinize spending and focus only on the most pressing cybersecurity 

needs to minimize the risk of breaches. Spending among governments and enterprises will rise, 

but investment by smaller businesses will weaken as economic conditions deteriorate.  

The evolving threat landscape will maintain pressure on organizations to broaden and deepen 

their cybersecurity defenses, expand detection capabilities and improve incident response in 2023. 

“Ransomware remains the biggest threat to organizations from an operational, financial and brand 

perspective. But the emergence and abuse of generative AI models, such as ChatGPT, will increase 

the risk to another level in 2023,” said Matthew Ball, Chief Analyst at Canalys. “This will enable and 

accelerate the creation of malicious code on an industrial scale by more threat actors and increase 

the frequency and range of attacks. Organizations are already struggling to deal with current 

threat levels and cannot afford to cut back on spending as it will leave them even more vulnerable. 

Instead, they will need to work more closely with channel partners to make smarter investments.”  



   

 
Insight. Innovation. Impact. www.canalys.com 

 

The delivery of cybersecurity services, including consulting, outsourcing, deployment, integration, 

maintenance and managed services, is forecast to grow by 14.1% to US$144.3 billion in 2023. This 

will account for 64.5% of the worldwide cybersecurity market in 2023. “Organizations will continue 

transforming their cybersecurity strategies to increase their resilience this year. Implementing 

Zero Trust architectures to address the vulnerabilities that have been successfully exploited over 

the last three years since the start of the pandemic will be the central theme,” said Srikara 

Upadhyaya, Research Analyst at Canalys. “This will drive more consulting engagements for channel 

partners, as well as create opportunities around deploying and integrating multiple products from 

different vendors, while reducing operational complexity via managed services. Overall, more than 

90% of total cybersecurity product and services spending will go through channel partners in 

2023.”  

Shipments of cybersecurity products, including endpoint security, network security, web and email 

security, data security, identity and access management, and vulnerability and security analytics, 

will increase by 11.7% to US$79.5 billion in 2023. This represents robust growth for the technology 

sector, but is also a slowdown from 2022 levels, when organizations ramped up spending to 

upgrade existing defenses and added new capabilities, especially cloud, IoT/OT and identity 

security. Deal sizes will continue to increase in 2023. But this will also extend sales cycles, as 

additional levels of sign-off will be required. Presenting risk assessments and demonstrating a 

return on investment will be even more important for channel partners. But total cybersecurity 

spending will still fall short of the level needed to turn the tide against threats after years of 

chronic underinvestment.  

For more information, please contact: 

Total cybersecurity investment
Worldwide forecast 2023

Investment in 
cybersecurity will grow 

by 13% in 2023, as 
organizations deepen 

their defenses, expand 
detection capabilities 
and improve incident 

response

Products
US$79.5 billion

(+12%)

Services
US$144.3 billion

(+14%)

2023 forecast
US$223.8 billion (growth: +13%)

Endpoint security
Network security
Web and email security
Data security
Vulnerability and security analytics
Identity access management

Consulting
Outsourcing
Managed services
Deployment and integration
Maintenance and support

Source: Canalys forecasts, January 2023
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Matthew Ball: matthew_ball@canalys.com +44 7887 950 505 

Srikara Upadhyaya: srikara_upadhyaya@canalys.com + 91 94480 82551 

About Cybersecurity Analysis 

Canalys’ Cybersecurity Analysis is a comprehensive service that offers qualitative and quantitative 

analysis of route-to-market, end-user and technology deployment for the leading cybersecurity 

vendors, and insights into new emerging vendors. Canalys provides competitive intelligence 

information across six security segments: endpoint security, network security, data security, web 

and email security, vulnerability and security analytics, and identity access management. Quarterly 

deliverables focus on identifying and analyzing the latest cybersecurity market and vendor trends, 

and providing updates to the segment’s short-term quarterly and longer-term five-year forecasts.  

About Canalys 

Canalys is an independent analyst company that strives to guide clients on the future of the 

technology industry and to think beyond the business models of the past. We deliver smart 

market insights to IT, channel and service provider professionals around the world. We stake our 

reputation on the quality of our data, our innovative use of technology and our high level of 

customer service.  

Receiving updates 

To receive media alerts directly, or for more information about our events, services or custom 

research and consulting capabilities, please contact us. Alternatively, you can email 

press@canalys.com. 
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